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dmcomao 1. 220-1101

[3963900M5] 01330 foabdo - 8963300M0b 019353035 (3370900 npbdn)
o 0gmMmoy - 22 dgb37c0Ms (2 ™39)

o 3MyJB03nmo 3x3onbymods - 6 dgblgms (1/2 ;3g)

[1] 00985 1.1 - ega3ema&o/BIOS/UEFI (7-42)

0900333 & 0l bg5EYMN 387070, CJEI3MdENL BMMI-BoIJGMMIdN S Json godmygbgonls
Lzgmmadn, hodLgBgdn, BIOS/UEFI 0sbndb7amgds o 3sMmsdg@mgodn, mmagmag 8godamgds
sygbgls doomn dgd3gmonon.

[2] 00985 1.2 - 3MmEabmmgda/m3gMmo& oo 8ablngMmagds (42-78)

39LmbagnyMmo 3mad3ny@ymab 3MmEabmMydal Msmdgd0 s 3aMalgdn, 3MmEgbmMal dgmhgss,
m3gMmodnymal 303300, msm0dg00 s LobdoMygadn. m3gMms@oyman dgblngfgdals sMbgodo.
3mmEgbmmoal s Jgobol gogmomgods, 306hgLEIMg00L, M3gMa@nnmgdal, hodbgdgoal, Jgobol
0335870000 gdoghnmyds.

[3] 09085 2.1 - Expansion Cards & Storage Devices (79-118)

3m3307&amab dgbodmgdmmmodgoal gobmes Expansion Card-go0l dgd3gmdom. dncedn3n
99bL0gMad0L dMGymonmMmdgdn: HDD s SSD sbolinomgds s 8gMmhg30l 8gonmenss, PATA/SATA
Jd70Mm70700. m3Bn3yMo dmHymdommodgdn. RAID. Removable Storage. Storage-b dmfymdngmmosms
3MbxzngyMsaEns, 3Mmomgdgdn s dsmn nsgbmbnmyds.

[4] 00905 2.2 - 33700 (118-138)

3m3309&3Mymo $3d6030b aE3s dod30l 0158580b3sb, BHY33B0 339000 Hysmmadol &n3gdn, 33300L
ommgol esbndbymgds, 33000L danm3al 30073Mxd0L EIIMJOS s domn n3]d0n, 33000l
0MM30Sb s 39380M707nm0 3Mmd 38700l nsgbmbGnMmyds s dmazsmgdo.

[5] 019085 3.1 - 30090mM300 S 3MbyjB&mMmgoda (139-160)

30009m, sy0m, I/0 s Storage 3007mad0.



[6] 00985 3.1 - 30090mM900 S 3MbyjB&mMmgoda (160-190)

3908 gM0o7mo 3003mg00 s 3Mbgd@&mMmgdn, LaMoymo 3mMEg00, 30gM 3507MId0
3mbad@mmydn, dysmo cocalizgdol 300300 s 3Mbgd@&mmydo.

[7] 909 4.1 - 3M0bBgMgdo s InmBGoxnbjzonmo dmfymdommogde (191-223)
093030l 37bmmmmango0 s 3MnbEymabl Lobgmodgdoa.

[8] 1985 4.2 - 3MbEaMgdn s InmEn3nbjonma dmHymdommogdal aygbgds o
domon3s (223-269)
3Mnb@gMmadnl oygbgos cnmsmmmo, Jugmdn s gobnomgdnom. 3Mnb@gmydal dofmom3zos.

[9] 0909 5.1 - JLgemob byznd3zmgdo (269-295)
Jbgamals 3Mnbin3gdn, Jugmob &n3gon, Jugmal Bm3memmangdo.

[10] 019085 5.2 - Jugamab Loz nd3zmmgdo (295-333)
JLaamol domooscen 3md3mbyb@gdn: Jugmab 3oMmGgd0, Jugamoal 3odgmgd0, L3S Jugmymo
3m83mbgbBgon.

[11] 098y 6.1 - TCP/IP (333-368)
TCP/IP-0b LEmNIGHMY, IP scoMmalogns, DHCP s DNS, IPv6.

[12] 01905 6.2 - 300EsmHMmo Jugemgdo (368-379)
VLAN o VPN @gdbmemgangon.

[13] 0905 7.1 - Wireless Jbgemgodo (379-402)
802.11 JugayMon LGSbsMEJdn, dammYLo, Long-Range Fixed Wireless.

[14] 01905 7.2 - SOHO jLgoemgda (402-455)
Jbgmols sggadomgods, nb@gmbg® dgamomgdal shhg3s, Jugaal nbxzmabiGmyd@&nmals nbLESME0Y,
Wireless my@gfgdolb s Access Point-g00b 3mbxingnmozns.



[15] 01905 8.1 - JugamMa LyMm3zabgdo (457-487)
JLgamymo Lym30LgdaL Lobgmogda, LyMagmnmao Mmamgyda, Asdgbgdnmo Lab@ydgdo, loT.

[16] 01905 8.2 - 30mGamaBa300 s MMYOMMM3560 godmm3zmmgdn (487-522)
30MEPsmMBoE0nl s mMndmm3sbn godmam3zmgdnl 3mbayxngdo.

[17] 0905 9 - ang3&m3g00 (523-531, 580-590)
m3&mM37900L o L3s IMdaMYM0 E0350L7Jd0L EBNBBYMYOS s goblib3e3x07x00, Ma3EGmM3als
57LabyeMmadal s 3mmEJdnL BgMmhg3s s 3MBBNagNMOE30..

[18] 01905 11.1 - o003 nnbgols goxmememmans (675-690)
00Ms0mTN00bgnl mgmMos. Msdmdnmnbagol 6 g&s3o.

[19] 01705 11.2 - @3a3mo@abl, 3hmEaLbmmal, m3gMmo@nnmal o 337006 3Mmdm3xdjx00l
dma3oMyds (690-717)

bdonMmo 3Mmomgydgdnl Lobgmdgdn, Lnd3Emadgdn s BnByBg00. 3B, 3hmEglbmmal,
m37Mo@0ymal s 3370006 3Mmomgdg00l nIbENBNENMIdS S IMa3sMd..

[20] 01905 12.1 - Storage-b o 30009m AmHymodnmmogodol 3Mmomadgodal Ama3zsmads (717-
737)

S.M.A.R.T, RAID-0b 3Mmm0d 8700, 005a3bmbi&ngs BAnm s LB3s nbnls@mMado@m, 300gm
890mULsbymgoal s 300gm Logbamals IgBebs-godm@sbal 3Mmmomydgdo.

[21] 0900 12.2 - g3 m3700b, 3M0bEgMmgdal 3Mmdmdmxdol dmg3smgods (737-779)
m93@m3700lL goEbgagdnl s 33300l 3Mmdmxdgon, 3o3dnmab 3Mhmodydgdn, 3MnbEymgdal
893ME3amMydnmMo 3Mmdmydydo.

[22] 01905 12.3 - JLgemMmo 3GmdE3xxdal Amag3smgxdy (779-816)
JLgenyMo omsdmMdnmnbgols nbLEMNIZ6EION s 303dnMal 3Mmdmydgoal Ima3smadal gbgdn



dmemamo 2. 220-1002

[3963900M5] 01330 foabdo - 8963300M0b 019353035 (3370900 npbdn)
o 0gmMmoy - 22 dgb37c0Ms (2 ™39)

o 3MyJB03nmo 3x3onbymods - 6 dgblgms (1/2 ;3g)

[23] 01905 13.1 - m3gMoEoymo LabGgagxool doBoLYdN (817-836)
m37Mo30ymo bobEg8g00lL Es6ndbYEgdY, Bnbndsmymao LolEydnmo Bmabm3bgdn, 3Mmamsdydal
05608690y, 3MmaMmsdgdnl oygbgdol 3Mnbindgdn.

[24] 00905 13.2 - Windows 10-b gogbmoo (836-878)
Windows 10-b 3300300 s i31bji0mbaon, nb@amezgolin, amgdal 3g6gxdx6@)0.

[25] 01905 14.1 - Windows-ab 3mbazngnmsgoal 0bbEmnadgb@gda (879-905)
Task Manager, MMC, s35&30000 nbLbEm1dgb@Egdon.

[26] 01905 14.2 - Windows-U 30Mmodg@&Mmgdon (905-937)

Control Panel.

[27] 01905 14.3 - Windows 3mba3ngnmagnal bb3s nbLEMYIx6B 900 (937-977)

Settings, Registry, Disk Management.

[28] 01905 15.1 - Windows-ab ©ay3b6305 0o gobabomgdes (977-1013)
Windows-0b 0sygbgools 30M056@700, oygbgonl s nbbiGomasinol 3hmagbn. Windows Repair,

Recovery Partition, Image Deployment, Security and Feature Updates.

[29] 01905 15.2 - Command Line Tools (1013-1030)
53060LEMnMIdOLM30L Lagnmm dMJsbydgdN.

[30] ;ngds 15.3 - Windows-ab Jugoemo (1030-1057)
Jbgmal 03700, IMAbsMgdIMDBDb 530196E 0B 0353309, JuamYMa 393dnMal sBYsmydy, Firewall,
Jbgmals 3mbazngymoin..



[31] 01905 16.1 - 398sm0dd> MacOS-0sb (1057-1087)
53mM035(30900L oygbgds App Store-csb, goedmHamamo 53mmn3s3ngonl oygbgods, s3enlszngdals

o3y, Patch Management, Driver/Firmware Updates, System Preferences.

[32] 01905 16.2 - 3985om0O Linux-010b (1087-1115)
&9M3nbogmal dsBabyMmo dMdebgdgdo, Linux cos Windows.

[33] 0900 17.1 - 30B03nM0 > cnmgninmo Ylaxggmmbmgyodol 3mb3g3(30700 (1115-1143)
BVnbBosnmo yLoxrmnbmgdals 3Mnbindgdn. 6s3angdo 3Mo3znmagnal 3Mnbindn, 930136@ 0130353000
BRo3EmMgon, 3nmEG0BSIGMMNM0 330070@0BN3SE30S.

[34] 00900 17.2 - 85367 3mamodgodon (1143-1170)
853067 3mamsdgonls bobgmogda. Lmgoseymo nbxnbgmons, 3MmgMadynm LoxrMblxdMSb dMdmmoab
byfbgoo.

[35] 01980 17.3 - nLbaxggmmbmgdal bb3zs 3mb3g3ENgd0 (1170-1195)
Exploits and Vulnerabilities, yboxmobmgydnl bLoysgogbm 3Mad@&nigdo.

[36] 0190y 18.1 - Windows bagzmobmgonl 3o0Mmodg@&Mmgodoe (1195-1239)
NTFS cos Share Permissions, Users cos Groups, dmdbdsmgogmoms s19&306mnx3035309, Lob@gdnmo
Bd0JO0 S BMMEIMJ00. 370 JLoxzMbmgds.

[37] 01905 18.2 - SOHO jLgemgdab Yboxgzmabmgods (1239-1271)
Lo6m Jugmab PLoBMmbmgds, WPS, SSID. 3003m0sbo Jugamolb 0bBognMmo yboxsmmbmyds,
Bom&GMmozns, DHCP, 8mdomyi dmHymdommodsms losxsmmbmgds.

[38] 01905 19.1 - Windows-ab b3nMma 3Mmdmgdgdnl dmg3smgods (1271-1318)
Windows-ob 36momgdgonl y3gmasbg bdnma LnB3EMAgO0 S 850 3oSH37EBY. YLoBMNBMYdOL
0MoByMgoal by 3nmbgdal Amgzomyds.



[39] 01905 19.2 - 35367 3MmaMmadgxdaligsb LobEgdol gobyzmo3g0s (1318-1325)
053067 3Mmamsdg00ligsb LobEgdol gobyBMs3700L LynizgmgLm 3Med@ 03300 S badoxgdN.

[40] 01905 19.3 - dmoogmy Mo LabEGJax00L YLsxzMmnbmmxds s bdnma 3MMOM)3godo (1325-

1347)
dmodngnmo dmHymodommdgdals bAnMmo 3Mmomy8gdn: gogbamgody, 30380Mals 3mdxdgdan.
dmodngnmo dmHymodommgdgdol ybsxmmmbmgdol bonsblgdo.

[41] ng8s 20.1 - b3Mo3B0bgn (1347-1375)
L3mM03Enbgal Loxzydzmadon. LyMn3@&nbgal gbgdn s godmygbydals Bsgsmnomgodo.

[42] 01905 20.2 - Remote Access (1375-1393)
RDP, VPN, VNC, Telnet, RMM, 1bosxmmnbmgos.

[43] 01905 21 - 30Md0 YLazMbmgods, gomadmby bMN63s s amn3xbBoMmgds (1393-1453)
JmadBMmm s Lb3s YLoBMNbMYds, 3MI301EgMYmo 3M33MbIbEJdNL 3gbsb3s s gosdydaz]de.
m03g6BnMmydnl 86033050mmds s Labggon.

[44] 01905 22 - em31376E&0M70s S 3Mmazgbombogma®Bdn (1453-1515)
ongdgonmgonlb LobEgdgdn s 3MEbNL dsBYdN. 3MI307G M0 NbBMILEYIEIMOL 57E03700bL
doMmm3s. Ambog0ms sfhgnznMmgyds. 3hmazgbnmbomyMo Ji3930 o 3MB1bngasns
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