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dmommo 1. 220-1201

[3963900M5] 0330 foabdo - 896373c0M0l 019853035 (337900 f0pbd0n)
*  oymMmoy - 18 dgb3gems (1.5 on3Y)

[1] 330 1 - ©JEI3eM3BJ00 (33. 1-6 - 1-42)

©IE3MIG0L FMM3-33JBMEJo0 (ATX, Micro-ATX, Mini-ITX), LolLE I8N0 EsxrOL 3MA3MBI63JdN:
ho3UgB 300, 3sRIMNMId0L LemmGgdo (PCle), m33MsG0mmo 376L0M 00l LemmEJdo ©s
3MMELMEOL Lm3gdo.

[2] 00030 1 - 3GMmE3]aLMEAE 0N o 3xbLo)M]d (3. 1-42 - 1-61)

BI5AMSMEm0 3MMEILEMMOL (CPU) 80303 3JB1Ms, Bsbsbnsmgdmido (dnMm3700, LobBomy, J230),
™33603309m0 3736L0JMB0L (RAM) doMomsn @3M306700, 303500 (DDR3, DDR4, DDR5) @4
dmm 300 (DIMM, SO-DIMM).

[3] 0030 1 & 2 - 3oaMnegdal LalG 3700 O oMM JONL BoMINJON (33. 1-61 - 1-71, 1-81 - 1-94)

Ja0Lol, 3GmEaLMEOL s LB3S 3M33MBIBEIOOL 3saMnmxdol 3JomMm©do. 3003M, svom, Jugmob
5 Ub3s 1/0 33xB3ONMIO0L d3M3mMIO0L 0BLE 300 s Lsdsolm 3MbBNgMMsE0s.

[4] 00030 2 - 3Mbo3xT0n0 9713606371 M0 FMFYMdNeMMOJd0 (33. 1-94 - 1-119)

AM30E0MO 39360 0300 (HDD), Solid-State Drive-300 (SSD), soo 303300 (SATA, NVMe), RAID
93b03300L 3MBEIBEOS s AMLIBLBMMO 37BLNIMJOOL BMGYymdOMMdIdO.

[5] o030 2 - 33700l demm 3300 (33. 1-119 - 1-132)

33700L demM30L Bx33330m0/338mM3333¢M0 FsbabosmJdeMJdo, LNBIMs3MY, J63MEMIBIIBVYOMONL
3030637300, 3Mb63JAMMBOL §03700, IMOMSOHMEO ©s redundant 33300l demm3300.

[6] 02030 3 - 3703 MmN IMTYMmdamMMdjdn (3. 1-143 - 1-162)

30073M 3MGYmMdommdJd0 (BmboEmM™mJd0, 3MMIJAMMID0), 390Mm IMFYMdoMmMdJd0 (ENBs3n3J00,
30360MxBM6300), B7435600L/338mMY3560L AMFTYMONMMMDIB0 (3eM3303GMM, 3L, L3sbIM0) s 3oc)
B7365633tm0 AMFYMmdommdgdo.

[7] 0030 3 - 3003000 o 3M63JBMA0n (33. 1-162 - 1-184)

37M0RIM0MO IMFYMdommdxdol, 30gm Logbsemol (VGA, HDMI, DisplayPort) s 3ysto olzjdol
(SATA) 3505mM700Ls s 3MB3FBMEMIOOL IGO0 30dMBOM3Y.

[8] 0030 4 - M333M3700L 3M33ME616(3 00 o 333MgnEn (3. 1-191 - 1-244)
™J3@™M3700L 8B s-3FYymdal 3MmME33L0. do@s 3Mm33MbJI6EJd0L (RAM, SSD, Wi-Fi dsGsomo,
3M33053MM, J3M360) 0BLAEIMI309, 3MBBOFMMIE30S ©S FJBIMS.
[9] 330 5 - 87%30L B7J6MMMand0 o 3MME]aLJdN (33. 1-257 - 1-282)
Lb3sEsLb3s B30l 3MNbEJIMIO0L 39 BsmMdOL 3MNBEN3700: B3BMOEHMO, ¥33eMM0, M3BIOMO
©3 MO0, §3bLLIMNOJOMMO YMMIEMIdSs MMM 83&30U 7-3B3 33086 3MM33L%bY.
[10] o030 5 - 306G 3MJ00L NBLEIMOENY, 3oDVNBMIdS o FMALLBYMJd. (33. 1-282 - 1-315)

o 1 MM3IIMYM0 3 JUIMmEH0 3G06EIMIO0L 0BLEIMSE0S 8 33NsMds. 3M06EBJMOL LsbsMxo
sb3ema00L F33eMs @S 373M0MEMEMO IMALIBYYEMJOOL 3MMEIENMIOO.



[11] 0030 6 - JueMmnl 3MN6E3N3300 o 3M33M656 300 (3. 1-325 - 1-353)

JLamol 03700 (LAN, WAN), G3LxmmULgdo) §F3oma0l 8x00m 300, dM3mmmangdo. Jugmol
doMOms©0 3M33MB163 300, JuamMOolL dsMsm3d0, 350JMId0 s 3MB3JBMMJd0.

[12] 030 7 - TCP/IP oo IP 3nLodoMmonjgodn (3. 1-391 - 1-423)

TCP/IP-0U LEMIBYOS s 336300. IPv4 @ IPV6 30Ls8smmjd0l Lagdzmada, J333LJmado
(Subnetting) s doMHomsn 3MBzNyMMS(30700.

[13] o030 8 - JugemMma LyMm3znLJdn o LyM3xMmMo MM Jdo (33. 1-439 - 1-465)

393M33MI0MmO UgM37MMO HMEId0L 3ndmbom3as: Bsnm LIM33M0, 3M0bE LyM336M0, DNS,
DHCP, 370 Ly®3760 ©s LB3e.

[14] 02030 9 - YLox6m Jugemdn (33. 1-489 - 1-511)

802.11 LBBIMEBIOdO (Wi-Fi), Bluetooth B gJommmans @s L3s MsombnbBommo Juymgdol
9985md0l 3M06(303700.

[15] 0030 9 - SOHO JL3em3dal NBLEITBENS O 3MBgNgMMaEns (33. 1-511 - 1-554)

33007 Mma0oLOL/LSBEMOL Juamol a3, N6BIMBIG 3393B0M0L FxMhI3s, CBBMSLEMYIBMOL
0BLEIMSE0s s MLIIBM HMYAIMIOOLs s F3manl FaME0mgdol (Access Point)
3MBBOZNMIE0S.
[16] 030 10 & 11 - 3MONMIMN0 30390MN, 30MEYIMNDIENS O MMYYdEMJdn (33. 1-563 - 1-606, 1-
649 - 1-674)

AMBOMYMO 39330M0L UGIBIMAEJO0, 33¢M033(30700L ABSMEIFIMS s LOBIMMBObSEN.
300390 33674563000, 35035M350MMJd0LS s MOWB MM3360 LIM30Lxd0L Lsgmdzmido.

[17] 0030 12 - 33063l VMIdMINNnbyn (33. 1-701 - 1-735)

0M3dMBNM0ba0L 3goMmOMEMMaNs. JES3MsE0l, RAM-0l, CPU-U, 33300L demm3ol, dysto
©0UL3360L s RAID 33L03300L 3MMBM33700L OsRBMULE03..

[18] ;030 13 - 3503300l 00MedMINNnban (3. 1-774 - 1-823)

30003MU, 360M733AMMI00L s 0L3MJOL 3OMdMI8100L 3My35MJ0s. AMDOMNOO
AMFYymMdomMMdIO0L s 3M06EIMJO0L (F53tMMM0, MsBIMNMMO) 333MEIMIONMO baM37300L
0003630BOE0MJOS 8 SMBMBBIG..



dmemmon 2. 220-1202

[3963900M5] 0330 foabdo - 896373c0M0l 019853035 (337900 f0pbd0n)

*  opmMmoy - 15 dgb3gems (1.5 on3))

[19] ;0530 1 - m3gMma30nemo LobEgdxdonlby s 33en3s(30700L Loxzndzmgdo (33. 2-6 - 2-32)
m3gMoz0ymo bobEg8al doMomsn GaMmdnbydn, 3MBEIBENJON S 30bndseymn LobEgdyMo
dmonbm3bgdn. 33mMn35330000L 0bLESMSENS S MMYdIMBY CoRNdbldYmN bamULsfymgodoa.

[20] o530 1 - Windows-ol @gLas3aamo (33. 2-32 - 2-61)

Windows-ob 39Mbngoo (Editions) s dson 1b3inmbosgma. Windows-ab 0b6@&gMhazgobols
000mbom3s, BSOXMJO0L LEAMYIGVMS S BonMIdOL FoM30L LodSBOLM M3gMazngda.

[21] 01030 2 - Windows-0oUb 3mbazngnMmogool nbLEmynadgb@gon (6sGommo 1) (33. 2-72 - 2-95)
m37Mmo309m LoLEYISLOSb Bndomos Task Manager-ob, Microsoft Management Console-ols (MMC)
s bb3s sdbdsmy nbLEGMYTbEJ00l godmygbgdno.

[22] 00530 2 - Windows-ob 3mbagzognmazool 06LEMNA)6EJ00 (6ofoama 2) (33. 2-95 - 2-127)
Control Panel-do sMbydymo doMmoooo s3emy@Egool s dson sbndbymgdals g@smymo
dn0dmbom3o.

[23] 01530 2 - Windows-0ob 3mbagognmagnol nbLEMN3gb6Egon (6oGommo 3) (33. 2-127 - 2-166)
Windows Settings s3ann3o300l, Windows Registry-b bLGMmyd&nmobs s Disk Management-olb
890mygbgds nlzgdol Ambsdbogdmse s M3Bndnbsgnolbozab.

[24] 01530 3 - Windows-0U 06L@&amoEns s 3dnboli®maomgods (33. 2-176 - 2-209)

Windows-0b 06bEsmoEnob m330g00, 06LEIMOENOLY S dgsbabamgdal 3MmagLo, Repair
Installation s Recovery Partition-ols 36dmygbg0..

[25] 00530 3 - Command-Line s Juganal 5@8060LEMoMyds (33. 2-217 - 2-260)
530b0bEM0Mgdobom30l bagnmm d0Mdsbydgdn. JugmmyMmo meymgdn, Amabasmydmmal
53036 0x30353300, JLyMTMO 39380M0L SBYsMgds s Firewall-ob 3sMedgBMmgdn Windows-do.

[26] 01530 4 - 39FomdS MacO0S-006 (g3. 2-271 - 2-305)
33mM035(30700L Y7670 s FsMm3y, LobGydmoa bymLsHymgda, 30Msdyx&Mmxdn s macOS-ab
Ls139009Lm 3ModE 03700 (097JoxN, dobobemgdgdn).

[27] 00530 4 - Linux-0b 5@3060LEMoM7ds (33. 2-306 - 2-350)

Shell-ob 0Mdobydgdal LobEsglbn, AmAbAsMYIdMgdAL Bomm3s, 3MmEaLlgdal dmbo@mmnbaon,
B0MIONSD S e0MxJGMMNg0msb 3Ydomds s JugmmyMo YGomo@Joo.



[28] 00530 5 - 3aB03Mo > cnmgninMmo NbszMmnbmgods (33. 2-366 - 2-396)
10bB039M0 Yboxrmmnbmgdals 3mbGMmmoab 877o60B3700 (3007MJd0, LY3YEION, EIE3Y).
omangyio yboxsmmbmyods: Least Privilege, Zero Trust, ACL, MFA, SSO oo Lb3s.

[29] 0530 5 - 35367 3MmaMmsdxdo s bmEosennMo 064063M00 (33. 2-396 - 2-426)

053067 3Mmamsdgonl n3gdn (Ransomware, Trojans, Viruses, Worms) s 850856 o330l
dg0me3d0. bmgonsenmmo nbg0bgmoals dg@g3700 (Phishing, Tailgating) o go3mgangdnmo
3009M33%73300.

[30] 01530 6 - OS-0b, dMINBaMoLS s SOHO Jugmmal YlosMmbmyods (33. 2-457 - 2-519)
dmadbdsmydmdal, Xanag0al, NTFS s Share y3mydgonl dommss. 390-0Mmsnbgmals
LsBMNBMyOAL 35M3TgBMgdn. SOHO Jugmab (PLoIbM s Lobnsbn) oE30L Ggocmegoda.

[31] 00530 7 - 0S-0bd o YLsBMNbMYdNL NMIdmMIN00b30 (33. 2-542 - 2-597)

Windows-0b go3M33engoymo 3mmomgy8go0L bnd3@magodo s 3smn gosgmal badoxgdn. 05367
3mamadgonbgsb LobEgdolb go§dgbnls 7-9&s30560 Ly gogbm 3MmogdBngs.

[32] 01530 8 - L3M03B0bgn s EaLGIbENMo §3emds (33. 2-623 - 2-659)

L3mM03&nbgnl Loxznd3zmydn, gbgdan (.bat, PowerShell, Python, JavaScript) cos godmygbgdals
3985m00700. cab@obgoyma H3comaol 3MmEmimangdn (RDP, VPN, SSH, RMM) s dson
YbosxzMmobm godmygbgods.

[33] 00030 9 & 10 - 3MmE)ENMY00, EM3INIJ6E 3N S 3Mmazgbombomabdo (33. 2-684 - 2-713, 2-

749 - 2-781)

JLsxrMNbmydal 3MmEgEMgdn s goMmadmbosa3znmn 3MmbEMmmoa. em3ndgbdsgonl
fomadmgdy, Ticketing Loli&dg00, 33eM0eNgd7d0L s 3s, Backup and Recovery 3tmgLgdo
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