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0730 1. BgLozsmn YLozMNbmMxds3n

MUBIBONBMIOOL BNBIIBGMMO 3670700, CIA, Gap sbsgmnb0o, 3MBRNEIBENSEMOMD, BaLsdsdolo
3003EMaM3B0MMO 333FY3330M 000U 333mMYy3630s, MLIBONBMIOOL 3MBEMMMIdOL 3sdmygbjds

0730 2. bogzMmNBY]00, LoLYLEJJ00 o LoggMnblxjdal BxgMdnEJos

Threat actors, 3530 3@M0dMEIO0 ©8 AMBN33(309, LsBOMBIJOOL BNTsONNYMJdJd0 ©s 333BMMJ00. Zero day.
LsxzMmMBII00L 0IBBOBOZSE0S s NEIBGNBOZSE0OL BiMEIdO.

730 3. 30367 3mon

Ransomware, Trojan, Worm, Spyware, Bloatware, Virus, Keylogger, Logic bomb, Rootkit

0730 4. bmgnomMmn nbg063M00 o 93330 3oMMEMY)

Phishing, Vishing, Smishing, Watering hole, Brand impersonation, Typosquatting, Spraying, Brute force

0380 5. MYLoazmNbMxd0l LB NMJdO

LosxzMmMBIJ00L 0IBGOBOZSE300L, 3bsMNDOL s FMya33MJd0L BxMEId0, MI3MMENBN. IMBOGMMNbanL
0bLEMY3163JO0. MUsBOHNBMIOOL 3BMMEMsxd0ol 8)67xJ6B 0

0330 6. 030 30(30300L YLosMNbMIdS

Memory injection, Buffer overflow, Race conditions (Time-of-check (TOC), Target of evaluation (TOE), Time-of-use
(TOV)), Malicious update, SQLi, XSS, Sandboxing, Software development ifecycle (SDLC))

0300 7. 3M03GMyMons o PKI

Public key, Private key, Key escrow, @s8nx336s, Hashing, Salting, 303M)mo 6amadm§Ga®s, demmzhinbo,
3M03@MaMsiE0YmO )G 3900

0300 8. 3060mM60L o F30Mm30L 37679283630

Authentication, Authorization, and Accounting, {30m30L 3MBE®MmmO, SSO, LDAP, OAuth, SAML, 3smmjdo,
399MB0BIIBMONMYMO 33MIBEOBOISE0S.

07339 9. 30DbN3 MM NbogMmbmMmds s 3Mboggdms M]BIM30MJd

B30bogMmo MLsxaMmNbMId0lL YbEOM63)mYymas, Brute force, Radio frequency identification (RFID) cloning,
Backups (Onsite/offsite, Frequency, Encryption, Snapshots, Recovery, Replication, Journaling)

0330 10. 30MGYOMOBIENNL O MNdCMM3060 YYlosMbmds
0EOHMOMM3Z300 MLsBOHNBMJO0L 3MBEJBENS, 30MGIMnbsEool LyLEo dbaMmydo.



0730 11. 3M33049B3MJdal MbozMnbmlxds

TPM, HSM, Secure Enclave, Host Firewall, HIPS, 3M@M3mMmm300L s 3m®E1d0L 8sGo3s, DLP, Group Policy,
SELinux, EDR, XDR

730 12. Jugemnl YLogMobmmods

83333700 Juamby, DDOS, 83833 DNS-%y, SDN, Load Balances, IDS, IPS, NGFW, IPsec, TLS, VPN, SASE.
U30dhRIOOL s HMYBEIMJOOL YLIBONBEMIOOL 3850EM DS

030 13. AmdamyMmn YLogMNbMJdL
Side loading, Jailbreaking, BYOD, COPE, CYOD, MDM

0330 14. MlboazmNbMxdal AMbo@MMmnban o 3olbn Nbi3n)6@ b

05369 33303M00L 0IB6GNBOZsE30s s dnoln nbLEM3)6EJd0, Nb30I6ENL B)8amMmadn 8mJd)wJdJ00,
0mMA3B3sMJOJMNS EIBMIB6NBJds.

® 330 15. gnazMm Mmoo LobodoMmoneam 7Ju33MEN Do

Legal hold, Chain of custody, Acquisition, Reporting, Preservation, E-Discovery

0330 16. YMYUboazMmNbMxdnl 3doMN3)MMBS o JJLodo3nLMdL

00bb7L 3MME7LJ00L s YYLIBONBEMIEOL FMNBM3EJIOOL MR JOS, EM3IMIIBABSE0S, 39MLOJdOL
3MBBOMMO, 3MM0E03700, UGIBIMEIO0 s 3MM310MMI00, 376MMId0L TxMhI3s. 3MMEINMIO0L
©3M03930U 6 339M@OL 330l BJI3J0O0

0730 17. Mab3700lL JoMn 3o o 3MbaznE]6EnVMAMbY

9MBy33800s 303300 s 3B 3sENJO0, MMMIdO M0LINL BsMM33B0, M0LINL BmBLIBds, MoL3IYdOL
07393765 d0%b7LbY.
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